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Abstract

Public sector inter-organisational information sharing and interoperability is an
area of increasing concern and intense investment for practice and an area of
increasing scholarship. This paper focuses on one particular set of public sector
organisations (emergency services) and illuminates the key technological and
organisational issues they face concerning information sharing and interoper-
ability. The particular contexts in which these are studied are ones where
decisions are non-trivial and made in high-velocity environments. In these
conditions the problems and significance of inter-organisational information
sharing and interoperability are accentuated. We analyse data gathered from
two studies: the first focused on ‘first responders’ (police, fire and ambulance
services) in the United Kingdom. The second, a follow on study, with emer-
gency service managers and interoperability project managers in the United
Kingdom and the European Union. Using activity theory as a conceptual
framework we describe the informational problems critical emergency respon-
ders face in their initial response to, and management of, an incident. We argue
that rather than focusing on interoperability as a primarily technological issue it
should be managed as an organisational and informational issue. Second, we
argue that rather than designing for anomalous situations we should design
systems, which will function during both anomalous and routine situations.
Third, we argue for focus on harmonisation of policies, procedures and working
practices.
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Introduction

Until recently the topic of inter-organisational information sharing and
interoperability has not been the focus of a significant body of work within
the information systems (IS) community. Some early IS scholars noted
the challenge concerning sharing data among early electronic platforms
(Barrett & Konsynski, 1982) and later sharing information across systems
in multi-national organisations (Ives & Jarvenpaa, 1991). Nonetheless, it is
only since 2000 that it has surfaced as an area of interest for the IS
community (Allen et al, 2000; Park & Ram, 2004). The number of journal
special issues devoted to electronic cross-organisational and cross-border
collaboration and reviews (Madlberger & Roztocki, 2010; Romano et al,
2010) testify to the increasing interest in the topic. Much of the research in
this area has, however, focused on business environments where there are
clear economic drivers and on relatively stable collaborations between
partners (Dong-Heon & Ramamurthy, 2011), in clearly defined business
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processes or activities often in dyadic relationships
(Tannacci, 2010). Indeed, this surge in academic interest
reflects the fact that for many private and public sector
organisations information sharing has emerged as a
major concern (Park & Ram, 2004; Pardo & Tayi, 2007;
Verdecho et al, 2012).

In this paper, we focus on the context of high-
velocity environments (Oliver & Roos, 2005), where
inter-organisational information sharing and interoper-
ability allows rapid decision making and collaboration
between multiple partners in ad-hoc partnerships. The
context we focus on is typified by its complexity, infor-
mation intensiveness, speed of decision making and
the non-routine nature of the activity. The collaborating
partners in these environments create temporary highly
reliable organisations (Bigley & Roberts, 2001). In this
paper, we explore these issues by focusing on emer-
gency responders communicating and sharing informa-
tion during these incidents and discuss the influence
of organisational rules and norms on information sharing
and interoperability.

The particular environment that we focus on is the res-
ponse to major incidents (such as man-made or natural
disasters). Such incidents require rapid and simultaneous
intervention and subsequent communication between
several emergency disciplines, including police (to stabi-
lise the scene and begin investigations), paramedics (to
aid the injured), fire and rescue services (to manage fires
and structures) and a range of other specialised agencies.
This has been brought into sharp focus by several criti-
cal reports, where failure to communicate and share
information led to loss of life, suffering and damage
to property. Enquiries into the 2007 summer floods in
the United Kingdom (Pitt, 2008), 7/7 London bombings
in 2005 (London Assembly, 2006) and 9/11 attack in 2001
(NCTAUUS, 2004) all revealed information sharing and
inter-organisational = communication  shortcomings.
Echoing the 9/11 Commission findings, one of the
well-known conclusions of the London Assembly (2006,
p- 120) report on 7/7 was that communications within and
between the emergency services did not stand up on 7 July.
It is also an area of intense investment and activity both
by national governments and on a European level,
as evidenced by the large-scale funding and EU projects
that drive towards greater Information and Communica-
tion Technology (ICT) interoperability among different
agencies, and an issue that is expected to grow in
importance across the world in light of concerns about
climatic change and responding to extreme weather
events (Karanasios, 2011). This type of collaboration is
also of wider interest, as a type of activity that is
becoming more relevant in both the public and private
sectors where rapid decision making in conditions of
uncertainty (Hodgkinson et al, 2009) and ad-hoc decen-
tralised and short-term collaboration becomes more
normalised (Engestrom et al, 1999a).

This paper is organised as follows: first, we review
relevant literature relating to interoperability and infor-

mation sharing and identify several research gaps;
second, we describe our research setting and method
and outline the empirical base for this paper; third,
we analyse two studies of information sharing and
interoperability, and finally we discuss the analysis of
the synthesis of the two cases and present several
theoretical and practical implications.

Literature review

Interoperability, information sharing and emergency
response

While several large-scale events and enquiries have empha-
sised the need for addressing information integration
among emergency responders, until very recently, there
have been few empirical studies and significant insights
(Chen et al, 2008). Indeed, Coles et al (2012) noted that the
wider area of interagency cooperation has not been clearly
defined and that an understanding of the dynamics within
effective partnerships remains underdeveloped.

One theme that has received a significant amount
of enquiry is the technical issues and challenges
surrounding the development of ICT systems. In parti-
cular, studies undertaken in the electrical engineering,
law and disaster focused fields have largely approached
the issue from a ‘technology as a solution’ perspective
or examined the issues surrounding current ICT systems.
These studies have augmented understanding on a
number of salient technical issues that enable and inhi-
bit interoperability and information sharing and the
opportunities afforded by technological advances. This
includes: the difficulty of allocating different frequency/
transmission standards to individual public safety agen-
cies; information-sharing security concerns; the depen-
dence on legacy systems; the complication of managing
systems across borders (for instance, in Europe there are
23 official languages); diverse command structures and
cultures; the tailoring of systems to the specific require-
ment of the organisation with little consideration for
vertical and horizontal integration across organisations;
and the possibilities opened up by cognitive radio tech-
nology (Mayer-Schonberger, 2005; Pawelczak et al, 2005;
Brito, 2007; Baldini, 2010).

By comparison research approaching the issue through
a management or organisational perspective is scarce.
Some recent research has provided insights into post-hoc
case studies of disaster response, the problems facing
information sharing in-situ, the difficulty surrounding
information sharing in inter-organisational contexts and
described studies undertaken during disaster manage-
ment exercises as a prelude to systems design (Rietjens
et al, 2009; Bharosa et al, 2010; Lee et al, 2011; Locatelli
et al, 2012). A theme noted is that most approaches to
remedy the problem include the development of ICT to
support the collaboration process, rather than the
creation, refinement or transformation of a collaboration
process (facilitated by ICT) to improve information flows
and patterns (Sagun et al, 2009). In common with the

European Journal of Information Systems



420 Information sharing and interoperability

David K. Allen et al

technical studies, the approach and perspective used tilts
towards the technology as a solution perspective.

An examination of the broader (non-emergency/public
safety and non-technical) literature reveals several inter-
related factors that problematise real progress in terms
of inter-organisational information sharing and inter-
operability, which are magnified as the number and type
of information resources, technologies and organisations
to share information across grows (Pardo & Tayi, 2007).
The European Interoperability Framework (EIF) identi-
fies four dimensions of interoperability, which interact
within a broader political interoperability context, they
are: organisational, legal, semantic and technical (cf.
European Commission (EC), 2010a, p. 12). While these
dimensions have been used as a basis for differentiation
by several researchers, Scholl et al (2012) note that
academic research has neglected the organisational
aspects (similar to the case in studies of emergency
response). Yang & Maxwell (2011) captured 11 factors,
which influence information sharing in the public sector.
Similar to the dimensions of interoperability identified
by the EIF, these can be grouped as organisational,
cultural, incentives/reward vs risk, political and technical.
These dimensions emphasise the complexity of the inter-
related factors that public safety organisations are likely
to experience in trying to achieve interoperability.

Given this complexity, a challenge for management IS
scholars is the lack of conceptual frameworks to drive
studies of the scale and complexity of information
sharing and interoperability in inter-organisational and
high-volatile, stressful and fast-paced environments.
These gaps highlight fundamental theoretical openings
and challenges for praxis. While useful for explaining
the behaviour of individual users, of various distinc-
tions, traditional IS adoption frameworks on the imple-
mentation, adoption and use of ICT (Davis, 1989; Cooper
& Zmud, 1990; Rogers, 2003) offer only partial insight
into the difficulty concerning the institutionalisation
of interoperable systems and congruent information-
sharing practices, as they do not customarily account for
cross-organisational, cross-regional and cross-national
issues.

At the organisational, level, some theories of organi-
sational behaviour and change have illuminated the
broader organisational challenges. Here we highlight
two that are particularly relevant. The first is the
‘irreversibility-problem’, where resources are committed
in a particular direction because of previous investments,
which are problematic to reverse, explaining how
sustained directions of innovation are enabled, but how
other directions tend to be constrained (Allen, 2000).
This is evident in the case of interoperability where we
see patchwork solutions rather than concrete action
and reflection upon organisational information-sharing
practices. Others have associated the lack of action by
individual emergency services to Olson’s (1965) ‘logic of
collective action’. That is, even though interoperability
might be in the common interest of all public safety

organisations, individually they have little incentive to
absorb the costs of achieving it; and as no one in the
group will react if no other agency makes a contribution,
there is little action (Brito, 2007). These help to shed
light on the organisational challenges, rather than just
the technological challenges that underpin the inter-
operability challenge.

At the individual, user level, a critical consideration
for IS in emergency response is that first responders tend
to revert to normal usage habits in times of crisis, rather
than modifying their use to align with the system, which
many agencies have patched together (Timmons, 2007).
This suggests that developing systems (whether voice
or data based), which are only deployed in crises may lead
to ineffective usage (Manoj & Baker, 2007). This provides
a caveat to the success of the ‘emergency response use
only’ technical solutions currently heavily invested in.
Therefore, alongside technological development and
overarching institutional issues there is a clear need to
understand the work practices of the target users.

The foregoing discussion raises two key issues concern-
ing IS integration and more specifically information
sharing and interoperability in emergency response:
(1) interoperability and information sharing across
agencies (and borders) remain problematic and should
be framed by a range of non-technical issues including
legal, political and cultural aspects; and (2) while there
is a strong focus on technology development and patch-
ing current systems there is much less attention on
how organisations themselves should change to improve
interoperability and information sharing enabled by
advances in ICT. Underpinning these issues is a lack of
understanding of the nature of emergency responder
work and the interplay between technology, information
and the user in order to ensure that technological
solutions are contextually relevant and appropriated into
work practices.

On the basis of these fundamental issues, two explo-
ratory research questions form the basis of our enquiry:

1. How do emergency responders communicate and
share information in order to achieve a shared
objective?

2. How do organisational rules and norms influence
information sharing and interoperability?

These questions are not trivial. They have strong
implications for design and may lead to some difficult
reflection on organisational work practice and current
approaches to addressing interoperability and infor-
mation sharing. As such, the findings in this paper
are relevant to the IS community, practitioners and
policymakers interested in striving towards greater inter-
operability and information sharing among public sector
organisations on a national and international scale.
There are lessons to be learnt for private organisations
in contexts characterised as complex, information inten-
sive and where rapid decision making occurs in conditions
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Figure 1 The shared object.

of uncertainty (Park & Ram, 2004; Hodgkinson et al,
2009).

Research setting and method

Conceptual framework

In order to answer the research questions, activity theory,
which conceptualises the interactions between agents
and their cultural-historical contexts (Vygotsky, 1978),
is established as the conceptual framework. Rather
than a theory that explains certain phenomena, activity
theory consists of a set of basic principles, which can
be used as a conceptual framework for enquiry, and a
foundation for more specific theories (cf. Engestrom et al,
1999b). Comparisons between activity theory and other
contemporary social theories have been explored in
detail elsewhere (Spinuzzi, 2008; Allen et al, 2011; Allen
et al, 2013). Here we highlight several theoretical
contributions that activity theory offers to this study.
A focus on the ‘shared object’ of an activity is the first
contribution. In activity theory the ‘activity’ is posited as
the essential site for analysing interaction between actors
and collective structures, and follows the argument that
activity theory offers significant value in understanding
activity ‘in context’ (Allen et al, 2011). Further, it provides
a lens for observing the inter-connectivity between
networks (Karanasios & Allen, 2013) of independent
organisations (Engestrom, 2001; Lyytinen & Damsgaard,
2011). The second contribution of activity theory is the
achievement of the shared object (see Figure 1), which
arises through the use of tools. The term tool refers to
material tools and meaningful items such as signs, sym-
bols, language and so on referred to by Ilyenkov (1977) as
‘ideal forms’. A third contribution is an understanding of
the organisational ‘rules and norms’ that underpin the
activity. This illuminates the organisational factors,

(ibje/ct' \‘*ﬂ <> Motivation
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Rulesand Norms ~ Community Division of Labour

Medical

Subject<+»Motivation

AN

Community  Division of Labour
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procedures and restrictions surrounding interoperability
and information sharing.

A conceptualisation of these contributions is provided
in Figure 1, which shows an emergency incident in which
several agencies respond, and undertake distinct activ-
ities; however, they do so within the frame of reference of
a common objective (the shared object). Further, such
incidents are ad-hoc and the shared object is usually
short-lived and once achieved each agency returns to its
routinised and insular activities. This follows the notion
of ‘knot-working’ (Engestrom et al, 1999a; Lyytinen &
Damsgaard, 2011), where groups of independent organi-
sations come together to work on a shared object, then
‘un-knot’ themselves once the object has been achieved.

The studies

To answer the research questions we draw upon two
studies that form part of broader programme of research
spanning 10 years, which has focused on emergency
services, IS and information management (cf. Allen et al,
2013; Allen and Wilson, 2004; Allen et al, 2011; Allen
& Karanasios, 2011; Hassan Ibrahim & Allen, 2012;
Karanasios & Allen, 2013). In line with the foundations
of activity theory our research approach follows a critical
philosophical perspective (Allen et al, 2013) and is con-
cerned with understanding existing social systems in
order to improve them.

As illustrated in Figure 2 the level of activity, and
therefore response required to manage an incident, is at
its peak during the initial response and consolidation
phases of an incident, and it is on the initial response
phase that we concentrate, where information sharing
and interoperability has been highlighted as critical and
has been the focus of scrutiny, significant investment and
technology innovation. Therefore, the aim of this paper
is not to look at the totality of the disaster cycle but to
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Figure 2 Stages of emergency response (LESLP, 2007, p. 8).

explore it within an initial response phase and the
activities that occur at that stage.

The first study addresses the information sharing and
work practices in-situ of services with a full set of civil
protection duties, which are at the core of the response
in most emergencies (such as the fire service). These are
referred to as Category One responders (Catl). This was
a collaborative 18-month project entitled MAIS (Multi-
ple Agency Information Sharing) involving a range of
U.K. Government Agencies and Emergency Responders
who supported the project by providing access to their
staff, relevant documentation and financial support, and
introductions to key individuals who had been invol-
ved in response to major incidents across the United
Kingdom.

This project provided a base for understanding the
need for interoperability and information sharing in
context. Using a stratified purposeful sampling techni-
que interviews were conducted with a mixture of senior
(Strategic or Tactical command level) and operational
personnel within a rural and urban fire and rescue
service, police, ambulance, local and central government
bodies. We also interviewed those involved in an emer-
gency planning capacity and/or the development of
policies, process and technology. In total 30 interviews
were conducted across seven Catl organisations.

The second study followed on from the first and adop-
ted a broader frame of reference by investigating inter-
operability and information sharing from the perspective
of managers of individual agencies and individuals
charged with improving interoperability of information
and communication systems. We were given the oppor-
tunity to undertake this research by the National Policing
Improvement Agency Multi-Agency Interoperability
Programme who funded the research and provided access
to their own staff, internal documentation and key
stakeholders developing policy or managing progra-
mmes, which would influence interoperability for the
management of major incidents within the United
Kingdom. This provided a macro lens perspective on

the rules and norms surrounding incident management,
the motivation behind certain ICTs used and the under-
lying organisational factors surrounding multi-agency
interoperability and information sharing. The sample
strategy used was guided initially by introductions to key
informants involved in the emergency services and then
the ‘snow-ball’ technique. In total 12 extended interviews
were conducted. In parallel with these projects research
was also undertaken on decision making and information
sharing, which included observation of training events
(Mishra et al, 2011) and critical interview techniques
reported elsewhere (Hassan Ibrahim & Allen, 2012).

In other words, we captured the perspectives of the
workers in-situ, of the managers of these workers and of
those charged with improving information sharing and
interoperability. The combination of the micro and the
macro is fundamental to understanding the complex and
multi-dimensional nature of interoperability and infor-
mation sharing as both perspectives allow for greater
understanding of how emergency responders achieve
a shared objective within the contexts of both a broader
set of organisational, technical and political factors and
the independent work activities of the agencies involved.

Across both studies a small team of researchers con-
ducted the data collection and analysis. Interviews were
undertaken using a common interview schedule scaffol-
ded by activity theory. Where the interviewee gave
consent, interviews were digitally recorded and tran-
scribed verbatim (or reconstructed from notes as soon
as possible after the interview) and coded in Nvivo
collectively by the research team (Weber, 1985). Data was
initially free coded and axial coded. Through this early
analysis we both formulated new questions for later
follow-up interviews, and identified new subjects and
other possible data sources.

While interviews formed the main source of data
collection, across both studies, in order to maintain a
critical perspective, we also undertook organisational
scanning and the collection of supporting documen-
tation. In this situation, organisational scanning was not
limited to the individual organisation but to the type of
organisation. For instance, the suggestion that ‘incident
action cards’ used by the ambulance service should be
examined in more detail led to an examination of this
type of document from a number of ambulance services,
not just those used by the organisations visited. Further-
more, to verify comments made by interviewees, we drew
upon high-level reports and meeting minutes such as the
workshop on interoperable communications for Safety
and Security, involving EUROPOL and other policy-level
organisations. Therefore, data was collected from a
number of main sources (interviews, organisational docu-
ments, work documentation and meeting minutes),
providing triangulation and a more holistic perspective
as well as limiting the potential for bias that can arise
from relying on a single data source. Such a pluralistic
approach is an established approach in IS research
(Trauth & O’Connor, 1991).
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Data analysis

In both studies the conceptual framework in Figure 1
guided our analysis. In study 1, this is evident as we pro-
vide a detailed description of a response to a multi-agency
incident on a chronological basis (initiation, arrival,
management) and the work activities of the individual
agencies as they worked towards a shared response,
highlighting the relevant issues at each stage of the
incident. This provides a lens to understanding the work
activities of emergency responders in light of the shared
object. In the second case, rather than focus on the
incident level, we examine the views of those who are
managing projects intended to deliver interoperability
and improve information sharing among the agencies to
better support the work activity. These efforts aim to lead
towards the realisation of the shared object in Figure 1
through individual and collective information sharing
and communication. This provides a lens to examine
motivations, rules and norms and organisational issues
surrounding interoperability and information sharing.
The focus on the in-situ and macro-level perspectives
provides greater insights into the research questions.

Study 1: information sharing and ICT in emergency
response

Initiation of the incident A theme recurring throughout
our analysis was that the information types required
by an organisation are greatly influenced by the means
by which it becomes aware of an incident. A senior fire
officer interviewed commented:

the way it kicks off, would depend where we receive the
initial call from, if it's a member of public then they
wouldn’t necessarily understand the magnitude of it, we
would then cross-reference that with any supporting infor-
mation or risk information that we would have.

Equally, a relatively insignificant event in a highly
populated area may be over reported as several members
of the public report the same incident. At this point the
individual services hold data in separate systems, which
are accessed by a human information intermediary in
the command and control room (C&C). Each service
then makes an initial decision on which resources to
dispatch to the incident. While en route to the incident,
further contextual information would be provided to the
services attending, by their C&C room/function. In the
United Kingdom, the different services will have different
C&C functions, which are typically not co-located; even
where they are, they may not be able to share data. As
the services arrive at the incident, information is fed
back primarily by voice to the C&C and by voice (by
radio) and data (using in-vehicle mobile data terminals)
to the services. This means that the activities of the
personnel on the ground concentrate on information
types that are seen as core for their organisation’s res-
ponse; these personnel do not receive information from
other services, nor are they delivering information to

those services; thus, for a fire and rescue service informa-
tion on the location of hydrants, water flow rates and
so on would be relevant but this information would
not be relevant to either police or ambulance services.
All of the agencies indicated that any assessment of
information needs could only begin in earnest when
a representative of their organisation arrived at the scene.
The lack of communication between organisations at
the start of an incident can also be a part of the genesis of
a more holistic problem as it leads to a lack of a com-
prehensive understanding of the nature of the incident.
For example, an ambulance worker noted when en route
to Russell Square, one of the sites of the 7/7 bombings,
that:

Now, equally the police didn’t help because they were
directing our resources to the bus [one of the four bomb
sites], they didn’t know, because they weren't talking to us
and didn’t know, we had two separate incidents

The respondent indicated ineffective information shar-
ing contributed to the lack of a common operational
picture resulting in resources being sent to one incident
site rather than both sites.

Arrival at the incident Once personnel were deployed to
an incident, the priority was for information to be deli-
vered or gathered that would be useful in an initial risk
assessment. The demand was for information about the
current and immediate risks or hazards present at the
scene and its use to try to determine the risk to organi-
sational personnel and ‘saveable’ members of the public.
As part of this dynamic risk assessment, there was also
interest in information that could be termed mitiga-
tion information, such as water supplies and evacuation
routes. However, it was noted that this information
can be highly variable in both quality and quantity.
Local knowledge of a station manager, crew members or
a person with knowledge of the building (such as the
fire officer who could share a local risk plan and plans
of the building) was also seen as being highly valuable.
Tied to this was the fact that information available to
one service may not be available to another service. One
respondent noted:

The stupidity of that is what we don’t have. That is, what
records the police may hold against a building and what
information they may have

This view was emphasised by other respondents who
indicated that they required real-time access to historical
data held by other services. For instance, the police may
know that there is a high probability of used syringes
being present on the floor in a known ‘drug house’,
which would pose a risk to fire officers entering the
building or they may know that gangs operate in an area
and are likely to ‘bottle’ (throw missiles at) an incoming
fire engine; however, there aren’t any formal mechanisms
for this intelligence to be shared.
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Beyond this, while the need for further contextual
information about the situation was quite high, it was
suggested that for managers on the ground, obtain-
ing this information was a lower priority than ‘taking
action’ or rather undertaking activity once risk had
been established. This meant that the initial response
following the risk assessment would generally be reflexive
decision making based on pattern recognition how does
this current situation resemble a previous situation 1 have
faced? While driven by reflexive processes this seemed to
be verified by a more reflective and deliberative form
of decision making as information became available as
one police officer interviewed commented you can turn up
at an incident and it might be similar on the face of it but
what you have to do on the ground can be very different, it’s
hard to compare.

One of the key issues hampering the successful
exchange and sharing of information was the informa-
tion overload that was felt within an organisation during
the initial stages of an incident. As one senior ambulance
officer commented:

In a major incident, you can end up managing four separate
locations and the incident commander can say ‘there is so
much information — what do I need to know?’

Tied to this was the issue that services were unable to
share information at the scene of an incident, because
each was struggling to build its own picture of what was
happening. Those responsible for, or with knowledge of,
C&C environments also indicated that, at the start of an
incident, the rapid and chaotic flow of information
caused problems for those managing and allocating
resources. A police officer commented:

There is just too much to deal with. So you need someone of
a similar rank filtering the information for them - saying
‘This is important, you need to action this’.

During the initial period of an incident, the major
source of information for each service is often the
affected local community or other members of the public
who may be in the area. They are often confused or
disoriented and their initial reporting may not be
accurate. Trying to deal with and filter this, adds to the
information overload effect, as services try to deal with
conflicting witness accounts. For example, in reference to
the 7/7 bombing, a member of the ambulance service
noted that:

The thing is that when those [bombs] went off and people
were going from all tunnels and self-presenting to us - it
was very, very difficult to work out where things had
occurred, a very confusing picture, of course they [other
emergency services] were in the same situation and were
directing resources with a similar level of confusion.

The relationship with control and the use individuals
make of the control resource was seen to change very
quickly during the opening stages of a response. In the
fire service, for example, officers attempt to obtain

additional information from control, en route. Once
on the scene, the pattern of communication changes;
C&C makes more requests for information while the
incident commanders are more likely to make requests
for resources, and updates on when those resources
will arrive.

Management of the incident ground One of the issues
raised by respondents was the way organisational rules
and norms promoted activity, which was independent of
the other services. The most fundamental of these issues
was described by a respondent as the norm of getting on
with our job; each organisation (within the agreed frame-
works) will have activities critical to their own processes,
which means information sharing and related activities
are limited unless they affect core activities. A member of
an ambulance service illustrated this in terms of an
incident he recently attended:

One of the biggest barriers you see is the isolationism.
A prime example is a large fire that we turned up to last
week, the police were there and the fire brigade was there —
the commander didn’t want to talk to anyone, anybody
else...it’s the mental thinking.

In a similar vein a police officer noted that ‘I've been at
incidents and you can be standing around waiting to
speak to someone and you think “...I'll just get on with
it”’. Along these lines another commented ‘it’s not a
technology issue, it’s a process issue, people are not doing
what they should, rather they are doing what they can’.
The technology structures deployed often reinforce this
silo approach. During a major incident, for example,
mobile Incident Command Units otherwise known as
‘Forward Command Vehicles’ are deployed to act as ad-hoc
command centres for silver commanders (tactical coordi-
nators of the incident). In the United Kingdom these are
deployed for each service. For the fire service, for example,
a forward command vehicle will form part of a unit
coordinating the activity of fire tenders, other vehicles
(e.g., 4 x 4 vehicles) and fire crews. For particularly proble-
matic or protracted incidents a much larger Major
Incident Command Unit will be deployed. These units
vary in capability and are, again, provided for and used by
single services. Information sharing occurs outside these
environments at the command meetings, typically face-to-
face. As important, the systems that are provided focus on
gathering and sharing information of relevance to a
particular service. As a member of the fire service noted:

What we don’t have is a consistent tool for the management
of information, do we? The stuff you are learning on the
incident ground, whatever role, you are in, there is no
methodology for capturing that or pooling — passing, that
would be via radio, into a control room.

This is also reflected in the way that incidents are
handled on the ground by the different responders. For
the fire service, continuity on the incident ground was
not maintained in the same manner as other services.
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In the fire and rescue service as and when more senior
personnel arrive, they take over the management of the
incident, with little or no further input from the previous
incident manager. As a result, the narrative that is built
around the incident and the service response can be
broken.

In the preceding case, we described the way in which
the different emergency services share information to
achieve a common shared objective (as described in
Figure 1). We indicated that the technological tools
provided for information sharing are not seen as a source
of tension or contradiction and fit with the current
division of labour. The flow of information was described
as being vertical and hierarchical within organisations
with the primary location for information sharing being
the strategic apex. However, we also noted that the diffe-
rent services have similar structuring of the division of
labour indicating that they have different rules and
norms and use different ideal forms (language), which
is a source of tension particularly at the strategic apex.
This study drew heavily upon the views of those inti-
mately involved in managing the response to major
incidents. In the second study described below, we also
focus on interoperability and information sharing in
emergency response; however, we draw on the perspec-
tives of high-ranking officials involved in the develop-
ment of solutions to improve interoperability within the
United Kingdom and European Union (EU).

Study 2: achieving interoperability

Having presented a description of multi-agency response
to an incident and the interoperability and information-
sharing issues surrounding the achievement of a shared
object, here we present an analysis of the perspective of
public safety managers charged with implementing
initiatives to better support interoperability and informa-
tion sharing. In particular, we focus on their views in
light of the realisation of interoperability and informa-
tion sharing at the incident ground. This helps to focus
on the rules and norms of the individual agencies in the
context of the shared object and more broadly the
motivation of working towards interoperability and the
organisational, political and technical influences in order
to paint a picture of interoperability and information
sharing, which we turn to in the discussion section.

Problem recognition and motivation The analysis of the
data revealed an unequivocal recognition of the problem
surrounding information sharing and some desire to
move towards greater interoperability. At the same time,
there was an underlying perception that while U.K.
interoperability is desirable, cross-national interoperabil-
ity is not a top priority, given that the United Kingdom
is geographically detached from continental Europe.
However, this perspective was countered by the realisa-
tion that while EU-U.K. interoperability is not an every-
day concern, the lack of it exposes emergency services in
the event of a major contingency. At the policy level it

was felt that there is value in working towards EU
interoperability at the high level:

I think there could be value in it (EU interoperability),
depending on what the issues we deal with are, for climate
issues, or other threats and hazards, certainly, a mass
terrorist event... then there would be value in a high level
of EU interoperability, but we haven’t come up with
anything yet...they (the various EU projects) are not
coming very well together to be honest.

Tools, division of labour and rules and norms In activity
theory tools can be seen as consisting of both tangible
forms (such as a technological artefact) and intangible or
ideal forms (such as language). One of the most inte-
resting revelations from this study was the clear recogni-
tion that the technological artefact was not seen as a
barrier. The consensus was that ‘technology is not the
problem’ but rather people and processes are the main
problems behind the inertia in moving towards inter-
operable systems ‘the technology is way in advance of
procedural stuff’.

Technical problems were acknowledged as being rela-
tively easy to resolve and the most challenging issues
were not in the technical domain, but people issues
[interoperability is| about what processes are people using
and establishing the use of these processes through
training and culture change. One organisational factor
emphasised was interoperability surrounding classified
data. Again, this is not a technical barrier but one of
establishing processes and procedures for efficiently
achieving the shared object. For instance, respondents
indicated that during the Glasgow airport attack, in 2007,
there were restrictions on what information could be
shared, hindering group efforts towards the shared
object. Unclassified data is, however, usually relatively
easy to share across different voice and data systems,
interoperability and organisational processes permitting.

A further issue raised was the use of language and
terminologies; that is if emergency workers do not know
the common language then it is impossible to communicate
with one another as each is using different tools to achieve
the object. For responders in-situ often there is uncertainty
concerning what information can be shared and what
types of information is useful to others and vice-versa:

Challenges are things like policy and procedures about what
information we can and should share, and an absence of a
policy that defines that we need to share this information,
about how do we go about doing it

The above quote resonates closely with the views
expressed of the activity in-situ concerning the lack of
methodology for capturing or pooling information that
might be relevant. This fragmentation has been identi-
fied as inhibiting effective multi-agency cooperation as it
means that each organisation will be more likely to

!Titles/positions/agencies are not revealed in the data analysis
as the research took place under a non-disclosure agreement.

European Journal of Information Systems



426 Information sharing and interoperability

David K. Allen et al

concentrate on ‘their’ sources of information and ‘their’
priorities, rather than the overarching shared object.
This echoes the theme underscored in the analysis of
the activity in-situ, which is different forms of the
division of labour predicated on isolated ways of working.
This is a theme that was heavily emphasised, not just
with regard to language, terminology and classified data,
but also across all aspects of interoperability and infor-
mation sharing. Individual processes and rules and
norms, bound each agency and were not necessarily
congruent with other agencies [each agency] has different
ways of working, doing their particular role without thinking
about other emergency services. Even in the isolated country
case of the United Kingdom it was suggested that there
is a reluctance of police services to share information
with fire services. This further illuminates the narrow
frames that the individual agencies work within and
the lack of consideration given to the information and
communication that may be of use between agencies.

One thing you tend to notice about large public organi-
sations is that processes become embedded in the organi-
sation culture and it is very difficult to change that

Here also it was suggested that current technology goes
far beyond the capacity that it is currently applied, and
little criticism was aimed at technology; rather, at the
multi-agency level, culpability was blamed on a lack of
policy and processes in place to allow interoperability,
getting people to come to the party and establishing incen-
tive and buy-in from the services, the absence of which
hinder the technology from being used to its full extent.

Examining the range of solutions currently under
investigation, both nationally within agencies, regionally
across agencies and across borders, it was acknowledged
that there is a significant level of effort taking place, how-
ever, little cohesion has resulted, and efforts within the
United Kingdom alone could be described as ‘clunky’,
as individual agencies go about patching existing sys-
tems. While the technology may be proven to work in
some cases, barriers in the form of politics and processes
prevent these initiatives moving forward. For instance,
policies surrounding one agency’s handsets prevented
them from being taken out of the country, which raises
questions concerning their use in a potential EU-wide
contingency.

Discussion

The data explored two fundamental questions concern-
ing (1) how emergency responders communicate and
share information in order to achieve a shared object, and
(2) the organisational rules and norms that influence
interoperability and information sharing. Here we pro-
vide a synthesis of the data analysis across these two
studies and answer the research questions.

Information sharing
In this research, a picture was presented of indepen-
dent activity systems with strong organisational norms

and rules and a division of labour based on hierarchies.
This resonates with earlier work that described the
organisation of emergency response by fire fighters as
being close to that of a bureaucracy where the work is
highly formalised and where there were specialised jobs
within the system based on extensive and standardised
rules and a clear hierarchy (Bigley & Roberts, 2001).
Bigley & Roberts (2001) argued the organisations working
within this organisational form that had the greatest
potential for flexibility were those that gave more
attention to connecting individuals understandings and
communicating. In our research, we noted that the diffe-
rent emergency responders worked in separate bureau-
cracies each with their own set of norms and rules. While
strong norms and rules are essential to management of
the bureaucratic form they create a barrier to interaction
and information exchange and make the creation of a
common operational picture difficult. This was empha-
sised in both the in-situ analysis and the macro-level
perspective [each agency] has different ways of working,
doing their particular role without thinking about other
emergency services. Similarly, McMaster & Baber (2012, p.
43) noted in their study of the multi-agency defence of
the Walham electricity substation in the United Kingdom
from rising flood water in July 2007:

responding organisations were actually working to slightly
different priorities and making decisions based on different
environmental cues, as well as on their own experience and
expertise; whilst these priorities were broadly the same,
their perspectives as to how these objectives were to be
achieved differed to the extent that they conflicted

In Figure 3, we illustrate this through an activity system
lens, using an example of the response activities of two
agencies based on a synthesis of the studies.

It shows that while each emergency service may share
the common object (management of the incident) they
typically operate in an insular manner. Therefore, we see
a fragmentation of the shared object. Each emergency
service undertakes several actions (e.g., the police secure
the perimeter, manage traffic and so on). However, these
require little collaboration or sharing of information with
other services. The division of labour within a particular
activity system is constrained by the cultural-historical
context in which it developed. For instance, in the case
of police, the rules and norms that largely influence
the activity system are those of routine general security
or policing, rather than the anomalous and infrequent
management of a disaster; these are very different rules
and norms from the ambulance service (as are the
actions, when taken in isolation). It is here, in the
organisational rules and norms concerning working
towards a shared object, that we see the greatest contra-
dictions and highest barriers to improved interoperability
and information sharing. It is also noteworthy that the
division of labour does not strongly reflect a norm of
informing other agencies of potential pertinent informa-
tion. Another key point in the activity analysis is that
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Figure 3 Response to an incident as a network of activity systems (two service response).

while the tools used are similar, information sharing
remains problematic; the key issue here is how and when
the tools are used (as described in study 1). These issues
are discussed in detail below. This two-service example
(Figure 3) raises a number of issues for interoperability
and information sharing; however, if this example is then
scaled up to involve other services, services from different
regions within the same country, services from other
countries and other organisations such as humanitarian
agencies (e.g., Red Cross), local government agencies
or private sector companies (e.g., utilities companies)
then the scale of the organisational issues related to inter-
operability is evident.

Interoperability

While in our work interoperability was not explicitly
raised as a fundamental concern, several critical instances
were described where a lack of relevant information shar-
ing or misinformation led to a series of safety issues. For
instance, it was explained that during the 7/7 bombings
ambulance staff were incorrectly concentrated at one of
the bomb sites, instead of more evenly distributed to
other bomb sites. There were also cases where relevant
information available to one service was not available
to another. For instance, the police may have informa-
tion concerning threats at a building site that might be
relevant to a fire service. Here technology and interoper-
ability were not pinpointed as the underlying faults,
rather the underlying processes to facilitate the correct
sharing of information underpinned by organisational
rules and norms were strongly reflected. As was noted in
the first case, the primary focus of the services was on
satisfying the information needs related to their own
activity system, rather than sharing information, which
allowed others to achieve the shared objective. Two issues
were of particular interest: interoperability was seen as
significant only at the strategic level and technology was
not seen as a barrier to interoperability.

Where interoperability was referred to, it was men-
tioned in relation to communication between the stra-
tegic levels of the services to share information gathered
from their respective organisations and coordinate
activities. This in part reflects the bureaucratic and
hierarchical approach taken to the management of major
incidents in the United Kingdom where primary infor-
mation flows are to and from the strategic apex. Infor-
mation is collated at the strategic level, shared with other
services and then communicated with a decision or
instruction to the tactical and operational levels. The
response to major incidents in the United Kingdom has
also evolved within a cultural-historical context, which
placed emphasis on the independence of the emergency
services, allowing different norms, rules and approaches
to the division of labour to be developed. When the
services come together to deal with a major incident the
integrity of the different organisations is maintained
with their primary point of interaction being at the
strategic level.

It was also clear that technological interoperability
was not seen as a major obstacle to information sharing.
A narrative was revealed by the research, which centred
on several other more significant challenges, namely,
(1) different services use different non-material tools
leading to problems with semantic interoperability (e.g.,
a H on a map related to a hospital for the paramedics
and hydrant for the fire officers leading to difficulties
when sharing maps); (2) managing information overload,
for instance, as the information flows a filtering process
needs to take place to identify ‘what I need to know’ and
uncertainty surrounds what information can be shared,
and what is deemed important and useful by other agen-
cies; (3) organisational issues around privacy and secu-
rity and about what could be legally shared. Even
the most sophisticated interoperability solution cannot
overcome privacy barriers; (4) as noted in Walham the
individual agencies also have different priorities and
absorb/react to different environmental cues, suggesting
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a bias in adopting a shared objective approach (as shown
in Figure 3), one that presupposes a common objective.
However, this lens does capture the combined outcome
of overarching aims and the different priorities and
outcomes of decisions of the individual agencies; and
(5) a division of labour predicated on isolated ways of
working.

Technology as the problem?

What is striking about the outline of the emergency
response activity we sketched out in study 1 is an absence
of fault attributed to the technology and integration
of IS between work activity systems to allow for greater
information sharing. This gathers further validation from
the empirical data from the second study the technology is
way in advance of procedural stuff. Recent case study resea-
rch (Locatelli et al, 2012) also failed to identify technol-
ogy as a barrier as did work into public sector information
sharing (Yang & Maxwell, 2011). It is not technological
interoperability that remains the problem, rather it is the
organisational processes and other information-sharing
challenges (as identified in the section ‘Information
sharing’) that constrain interoperability. We note that
the primary elements of the system are congruent and
mutually reinforcing and deeply embedded in every-
day practice. We characterise this as a form of ‘cultural-
historical structuralism’, particularly evident in public
sector organisations. This makes it particularly proble-
matic to introduce new approaches to management and
technologies for collaborative action, which may con-
flict with those deployed in routine action. This que-
stions, for example, the ability of services to reverse the
current model and put in place alternative matrix-based
models of coordinating response to major incidents such
as NetCentric approaches (Boersma et al, 2010) or
Network Enabled Capability (Walker et al, 2008).

The current work practice of services responding to
major incidents reflects the practice of the indivi-
dual services in routine activity. This is enabled by a
form of organisation and technology, which preserves
the integrity of the elements of the activity systems
while allowing coordination. This raises the issue of the
potentially disruptive influence of the implementation
of new technologies designed to support open commu-
nication between networked communities (such as social
media) within such rigid hierarchal command and
control systems. In activity theory terms such technolo-
gies could introduce contradictions, whereby the tech-
nology allows information sharing and interoperability
but the organisational rules and norms do not. This con-
tradiction between rules and norms and technology
can lead to maladaptive changes. The impact of this
on practice is that such technologies could damage
rather than support coordination and effective response
to major incidents. This in turn, perhaps explains why
rather than focusing on transforming organisational
structures, norms and values and processes to facilitate
technology advances, the focus has been placed on how

technology can be shaped (and re-shaped) to fit and
preserve the existing status quo, leading to patchwork
technological solutions.

Routine vs emergency situations

As noted above, the analysis of the activity at the incident
ground revealed important considerations concerning
how responders behave during an emergency compared
with more routinised activity and the consequences for
information and technology use. For instance, our ana-
lysis pointed to the underlying decision-making pro-
cesses where there is interplay between information-rich
deliberative analyses and reflexive or intuitive decisions
based on expert knowledge or knowledge embedded in
policies or protocols. We found that when an incident
commander or other person is engaged in an assess-
ment of a situation, there is a tendency to try to match
the current situation with those they have experienced
previously (a form of sensemaking using heuristics or
pattern matching) (cf. Timmons, 2007) and engage in
reflexive rather than reflective behaviour. This approach
resonates with the Naturalistic Decision Making (NDM)
model, which suggests that experience helps decision
makers to make rapid decisions as it acts as a source of
information (Klein, 1989, 1997, 2008) by recognising
patterns to fill information gaps and allowing them to
respond quickly and reflexively. While the NDM model
indicates that this is an effective form of decision making,
others suggest that it can be a source of error and bias.
Weick (1993), for example, indicated that during time
pressure, people regress to their most habituated ways of
responding indicating that people rely more on their past
experience, which results in expectations and assump-
tions and thus undesirable outcomes suggesting that
a more reflective information-based form of decision
making is more effective. Further, work by authors on
information behaviour and decision making in time-
constrained practice suggests that in practice we see an
interplay between both models in forming decisions
(Allen et al, 2011; Mishra et al, 2011). The norm in emer-
gency response is, however, to focus on the design of
systems and processes solely to enable reflective forms of
decision making, to de-legitimise reflexive decision
modes and to focus on information flow to the apex of
the organisation.

If this finding is allied with the earlier point that
responders on the incident ground draw upon rules and
norms developed within their own service to achieve a
common object, this suggests that developing systems,
which are used only in a major incident (assuming com-
mon norms and rules) may be problematic. Furthermore,
any imposition of tools (both technologies and language)
that would embed common rules may meet with resis-
tance as they clash with service rules and norms intrinsic
to routine practice. This is an interesting dimension that
is not considered frequently by ICT adoption studies; that
of technology fit to task vs familiarity, as the classi-
cal adoption studies typically neglect the complicated
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dimensions of options and contexts, even though they
do consider the perceptions of the user (Venkatesh et al,
2003). This provides a fruitful area for future research and
provides further support for the view that ICT systems
only deployed in crises are not likely to be effectively
used (Manoj & Baker, 2007).

We would argue that there are a number of ways
to increase adoption of systems developed for ad-hoc
inter-organisational information sharing in high-velocity
environments. The first way to encourage use of inter-
operable systems is to integrate systems used in major
incidents into everyday operations to make sure they
are actually used (SAFECOM, 2006; Bharosa et al, 2010).
The integration of systems used during major incidents
into routine work practices may help resolve the contra-
dictions between tools and rules and norms and lead
to more effective use during disasters. The second is to
move towards common norms and rules and language,
which would then resolve the contradiction between
tools and rules and norms and allow the shared use of
locally developed existing systems. The third, and more
radical, approach is to use new and emerging techno-
logies to redesign activity systems, moving to alterna-
tive decentralised forms of organisation such as the
Netcentric approach (Boersma et al, 2010). Others have
suggested that one key element in resolving inter-
operability is through both human and technological
information gateways or interfaces (Lee et al, 2011),
which bridge the different services to overcome informa-
tion problems. This final approach allows the mainte-
nance of the bureaucratic form.

While some scholars suggest that there is still lack
of clarity in demand for interoperability (Baldini, 2010),
in harmony with broader European goals of integrations
(EIF, 2004; European Commission (EC), 2010b) this study
lends support for greater integration of information and
communication systems across in the United Kingdom
and across continental Europe. This was implicit in study
1, where there were clear examples of situations where a
lack of information sharing had severe ramifications. In
study 2, this was more explicit with statements such as
I think (EU interoperability) is definitely desirable and
probably necessary especially if you look forward to 2012
(Olympic Games). While there was a balance of opinion
leaning towards greater integration, the range of techni-
cal solutions available was described as ‘clunky’ and there
was a concern at the lack of progress. This concern has
been raised by previous researchers who commented that
some solution strategies currently being pursued may
actually make matters worse, instead of better, despite
massive grant funding to improve communications
(Timmons, 2007). Another issue is where interoperability
is positioned. It was clear that when at the incident
ground there is a clear demand for interoperability and
information sharing at a strategic level, however, as long
as a hierarchical C&C model is preserved the occurrence
of interoperability at a lower level seems more proble-
matic. Equally the challenging nature of organisational

change provides a more problematic view. The analysis
suggests that there is a demand for interoperability, but
what is perhaps missing is a better understanding of
information challenges around building sound interoper-
ability solutions and a bias towards technological solu-
tions. It is only when the technology solutions are
considered in light of the extant organisational rules
and norms, the relationship between material tools and
ideal forms, and information sharing challenges that
effective systems can be developed.

This is highlighted in the analysis that revealed several
factors that problematise greater interoperability bet-
ween information and communication systems, which
are instructive for understanding the broader challenges
for inter-organisational interoperability: (1) rigid organi-
sational structures the technology is way in advance of
procedural stuff; (2) a silo approach towards achieving a
shared object [each agency] has different ways of working,
doing their particular role without thinking about other
emergency services; and (3) issues surrounding concerning
classified data and trust. These are significant organi-
sational and political hurdles and perhaps, explain why
progress at the moment is at best disjointed and described
as being in the foo hard basket, as characterised by an
interviewee in the second study. Tackling this issue would
involve overcoming the ‘irreversibility-problem’ (Allen,
2000) and addressing the ‘logic of collective action’
(OlIson, 1965), which would require political will and
possibly radical strategy.

As underscored, there is a bias in viewing information
sharing and interoperability as a technical matter, which
is not reflected from either the micro or macro lenses
applied in this paper. Views from Catl responders and
officials involved in interoperability projects support the
contention that current technology goes far beyond the
capacity currently applied in emergency organisations.
This is a consideration that has been largely ignored,
except by a few (Brito, 2007; Baldini, 2010), and one that
policymakers, public safety leaders and system developers
should be aware of.

Conclusion
In focusing on information sharing and interoperability
in partnerships that occur between temporary organisa-
tions in high-velocity environments we have identified a
number of issues, which are relevant both to IS research
and practitioner communities. Drawing upon empirical
data from both studies we argue that rather than focusing
on interoperability as a primarily technological issue it
should be managed as an organisational and informa-
tional issue intrinsically linked to norms and values. An
alternative narrative arose from the analysis that differs
from the typical calls for interoperability and rather
explains that interoperability is underpinned by several
information-sharing challenges that transcend technol-
ogy issues.

This stands in contrast to current efforts to address
this issue. Our study supports the argument that the
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philosophy of designing systems specifically for major
incidents is flawed. While there are a number of potential
approaches we suggest that rather than designing for
anomalous situations the emphasis should be on design-
ing systems, which will function during routine situa-
tions and support anomalous ones.

In addition to identifying several information sharing
challenges, significantly the work also emphasised that
while the different emergency services had a common
object (management of the incident) they typically ope-
rate in an insular manner. Therefore, we see a fragmen-
tation of the shared object. Services undertook discrete
processes or activities, which often did not require
resource or involvement from the other services. This
challenges the focus on interoperability at operational
level or tactical level and increases the significance of
interoperability at the strategic level.

While the organisational science and IS community have
illuminated organisational change and IS implementation,
these have offered only partial insights into the inertia
concerning interoperability and information sharing as
they do not customarily account for the cross-organisa-
tional, cross-regional and cross-national issues that bound
the interoperability challenge. Using the notion of activity
systems and the shared object we augmented under-
standing of intra- and inter-agency interoperability and
the complexities surrounding information sharing. We
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